» KASPERSKY
TOTAL SECURITY
FOR BUSINESS

Encryption, comprehensive IT efficiency and policy enforcement tools,
plus end-to-end protection against malware.

Kaspersky Total Security for Business delivers the most complete platform of protection
and management offered in the industry today. Total Security for Business secures every
layer of your network and includes powerful configuration tools to ensure your users are
productive and free from the threat of malware regardless of device or location.
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»THE INDUSTRY’S ONLY TRUE SECURITY PLATFORM

FEATURES INCLUDED:

. IF\lhéTEImLLWARE One Management Console
 CLOUD-ASSISTED PROTECTION VIA From one ‘single pane of glass’, the administrator can view and manage the
KASPERSKY SECURITY NETWORK entire security scene — virtual machines, physical and mobile devices alike.

* APPLICATION CONTROL
* APPLICATION WHITELISTING

« WEB CONTROL One Security Platform
* DEVICE CONTROL Kaspersky Lab developed our console, security modules and tools in-house
+ FILE SERVER PROTECTION - . :
« MOBILE DEVICE MANAGEMENT (MDM) rather than acquiring them from other companies. This means the same
* MOBILE ENDPOINT SECURITY programmers working from the same codebase have developed technologies
. (E?CRR&%L;LSAND SMARTPHONES) that talk together and work together. The result is stability, integrated policies,
+ SYSTEMS CONFIGURATION useful reporting and intuitive tools.
AND DEPLOYMENT
+ ADVANCED VULNERABILITY SCANNING
« NETWORK ADMISSION CONTROL One Cost
* PATCH MANAGEMENT All tools are from one vendor, delivered in one installation — so you don’t have

* MAIL SERVER SECURITY . . e . . .
« WEB / INTERNET GATEWAY PROTECTION to go through a new budgeting and justification process to bring your security

+ COLLABORATION SERVER SECURITY risks in line with your business objectives.



MOBILE SECURITY FEATURES:

INNOVATIVE ANTI-MALWARE TECHNOLOGIES

Combined signature-based, proactive and cloud-assisted
detection results in real-time protection. A safe browser and anti-
spam increase the security.

SUPPORT FOR EMPLOYEE OWNED DEVICES

BYOD initiative? Corporate data and applications are isolated in
encrypted containers which are transparent to the user. This data
can be wiped separately.

DEPLOYMENT WITH OVER THE AIR (OTA) PROVISIONING
Preconfigure and deploy applications centrally using SMS, email
and PC.

REMOTE ANTI-THEFT TOOLS
SIM-Watch, Remote Lock, Wipe and Find all prevent unauthorized
access to corporate data if a mobile device is lost or stolen.

APPLICATION CONTROL FOR MOBILE DEVICES
Monitors applications installed on a mobile device according to the
pre-defined group policies. Includes a “Mandatory Application” group.

ENDPOINT PROTECTION:

SUPERIOR ENDPOINT ANTI-MALWARE
Industry-proven traditional signature-based, proactive and cloud
based methods for detecting malware threats.

CLOUD-ASSISTED PROTECTION

The Kaspersky Security Network (KSN) provides a response

to suspected threats, much faster than traditional methods of
protection. KSN’s response time to a malware threat can be as little
as 0.02 seconds!

SYSTEMS CONFIGURATION AND PATCH MANAGEMENT:

PATCH MANAGEMENT
Advanced in-depth scanning for vulnerabilities combined with the
automated distribution of patches.

REMOTE DEPLOYMENT OF SOFTWARE
Central deployment of software to client machines, even to
branch offices.

NETWORK ADMISSION CONTROL (NAC)

With Network Admission Control (NAC), you can create a network
‘guest’ policy. Guest devices (including mobile devices) are
automatically recognized and sent to a corporate portal where the
correct identification password enables them to use the resources
you’'ve approved.

OPERATING SYSTEM AND APPLICATION IMAGE DEPLOYMENT
Easy creation, storage and deployment of system images from a
central location. Perfect for a migration to Microsoft® Windows® 8.

HARDWARE, SOFTWARE AND LICENSE MANAGEMENT
Hardware and software inventory reports help keep control over
software license obligations. So you can save on costs by centrally
provisioning software rights.

NOT ALL FEATURES ARE AVAILABLE ON ALL PLATFORMS.
For details, please consult www.kaspersky.com
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MAIL, COLLABORATION AND WEB SECURITY:

MAIL SERVER PROTECTION

Protects mail on the latest versions of major mail and
collaboration platforms: Microsoft® Exchange, IBM®, Lotus®
Domino® and Linux®-based mail servers.

SECURITY FOR INTERNET GATEWAYS

Ensures secure Internet access across the organization by
automatically removing malicious and potentially hostile programs
in HTTP(S) / FTP / SMTP and POP3 traffic.

VIRTUAL ELIMINATION OF SPAM

Using Kaspersky’s cloud-based technology, updates are pushed
immediately — reducing spam’s ability to become an epidemic.
Suspected emails are held and re-checked, which increases the
capture rate — and reduces false positives.

COLLABORATION SECURITY

Kaspersky defends your SharePoint® servers against malware,
while content and file filtering capabilities help prevent the storage
of inappropriate content.

ENDPOINT CONTROLS:

APPLICATION CONTROL
Enables IT administrators to set policies that allow, block or
regulate applications (or application categories).

DEVICE CONTROL

Allows users to set, schedule and enforce data policies with
removable storage and other peripheral device controls —
connected to USB or any other bus type.

WEB CONTROL
Means that endpoint-based surfing controls follow the user —
whether on the corporate network or roaming.

DYNAMIC WHITELISTING

Real-time file reputations delivered by the Kaspersky Security
Network ensure your approved applications are malware free and
help maximize user productivity.

ENCRYPTION AND DATA PROTECTION:

COMPREHENSIVE ENCRYPTION

Choose from full-disk or file level, backed by Advanced Encryption
Standard (AES) with 256 bit encryption to secure critical business
information in the event of device theft or loss.

SUPPORT FOR REMOVABLE DEVICES
Increases your security through policies that enforce the
encryption of data on removable devices.

SECURE DATA SHARING

Means users can easily create encrypted and self-extracting
packages to ensure data is protected when sharing via removable
devices, email, network or web.

TRANSPARENCY FOR END-USERS

Kaspersky’s encryption solution is seamless and invisible to
users, and has no adverse impact on productivity. No impact on
application settings or updates, either.
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» KASPERSKY LAB
GLOBAL OFFICES

KASPERSKY LAB GLOBAL HQ

10/1, 15t Volokolamsky Proezd, Moscow, 123060, Russian Federation
Tel: +7 495-797-8700. E-mail: info@kaspersky.com

ARGENTINA
Ing. Butty 240-40, Buenos Aires, CLOO1AFB, Argentina
Tel: +54 11-4590-2200

AUSTRALIA AND NEW ZEALAND
7/75 Lorimer Street, Docklands 3008,
Victoria, Australia

Tel: +61 3-9005-1669

E-mail: anz_sales@kaspersky.com

AUSTRIA

Kaspersky Labs GmbH, Niederlassung Osterreich,
Wienerbergstrasse 11/12a, A-1100 Wien, Austria
Tel: +43 (0) 1-99-460-6400

E-mail: Austria@kaspersky.at

BELARUS, UKRAINE, MOLDOVA

Office 312, 3 Sholudenko Street, Kiev, 01135, Ukraine
Tel: +38 044-495-2605

E-mail: info@ua.kaspersky.com

BENELUX
Papendorpseweg 79, 3528 BJ Utrecht, The Netherlands
Tel: +31 (0)30-752-9500. E-mail: info@kaspersky.nl

BRAZIL

Av. Queiroz Filho. 1.700, Torre A, Conjunto 307,
Alto de Pinheiros, Sao Paulo-SP, 05319-000
Tel: +5511-3443-1706

CANADA

15 Allstate Parkway, 6th Floor, Markham,

Ontario, L3R 5B4, Canada

Tel: +1 905-415-4594. Toll Free: +1 866-295-8503.

CHINA

12th Floor, Tower B, GeHua Building, 1#Qing Long
Bystreet, Dongcheng District, Bejing 100007, China
Tel: +86 108-418-6111 / +86 400-611-6633
E-mail: klc@kaspersky.com.cn

N-305, North Tower, Software Building, 4th Avenue
80#, Tianjin Economic-Technological Development
Area, 300457, China. Tel: +86 22-6621-1221

Room 201, 202 and 210, Block 8, KIC Plaza,
398 Songhu Road, Yangpu District, Shanghai
200433, China. Tel: +86 21-6056-7999

FRANCE

2 rue Joseph Monier, Immeuble I'Europeen,
Batiment C, 92500 — Rueil Malmaison/ZAC.
Rueil 2000, France, Tel: +33 825-888-612

GERMANY

Despag-Strasse 3, D-85055 Ingolstadt, Germany
Tel: +49 841-981-890

E-mail: info@kaspersky.de

HONG KONG

Room 2502, 25/F Manhattan Place,

23 Wang Tai Road, Kowloon Bay, Kowloon, Hong Kong
Tel: +852 3559-9200

E-mail: enquiry@kasperskyasia.com

IBERIA (Spain, Portugal)

Ciudad de la imagen C/Virgilio, 25A, 28223 —
Pozuelo de Alarcon, Madrid, Spain

E-mail: ventas@kaspersky.es

INDIA

Level 7, Maximus Towers Building 2A, Mindspace
Complex, Hitech City, Hyderabad, India 500 081
Tel: +91 40 40339680

E-mail: india.info@kaspersky-asia.com

Office No. 801 & 808, 8th Floor, Platinum Techno
Park, Plot No. 17 & 18, Sector 30A, Vashi,

Navi Mumbai, India-400 705

Tel: +91 22 61992525

ITALY

via Francesco Benaglia 13,
00153 Rome

Tel: +39 06 588-91

E-mail: info@it.kaspersky.com

JAPAN

Sumitomo Fudosan Akihabara Bldg. 7F, 3-12-8 Soto-
kanda Chiyoda-ku, Tokyo 101-0021, Japan

Tel: +81 3-3526-8520

E-mail: sales@kaspersky.co.jp

KAZAKHSTAN

Office 309, Kazybek Bi, 20A, Aimaty, 050010,
Kazakhstan, Tel: +7 727 2910007, 291 9799
E-mail: info@kz.kaspersky.com



KOREA

Floor 14, Yundang Building 144-23, Samsung-dong,
Kangnam-gu, Seoul, Korea (135-877)

Tel: +82 2-508-8789

E-mail: info@kaspersky.co.kr

MALAYSIA

Level 11-02, Block A, PJ8, No. 23 Jalan Barat,
Seksyen 8, 46350 Petaling Jaya, Selangor Darul
Ehsan, Malysia

Tel: +603 7962-6788

E-mail: info@kaspersky.com

MEXICO

Patriotismo No. 229, Piso 8, Col. San Pedro de los
Pinos, C.P. 030800, Mexico

Tel: +52 55-2881-0430

MIDDLE EAST FZ-LLC

Office 808, Arenco Building,
Dubai Internet City, Dubai, UAE
E-mail: sales@ae.kaspersky.com

NORDICS
Kista Tower, Farogatan 33, 16440 Kista, Sweden
E-mail: info@kaspersky.se

POLAND

27A. ul. Krotka, 42-200, Czestochowa, Poland
Tel: +48 34-368-18-14

E-mail: info@kaspersky.pl
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ROMANIA

Bd. Dacia 130A, et. 3, ap. 8, Bucuresti,
sector 2, cod 020056, Romania

Tel: +40 212-107-718

E-mail: office@kaspersky.ro

RUSSIA

47/3 Leningradskii Prospekt, 3rd Floor,

Moscow, 125167, Russian Federation

Tel: +7 (495) 737-34-12. E-mail: info@kaspersky.ru

SWITZERLAND

Kaspersky Labs GmbH, Allmendstr. 1,

CH-6312 Steinhausen/Zug, Schweiz

Tel: +49 841-981-890. E-mail: info@kaspersky.de

TURKEY

Blyukdere Cad. No:127,

Kempinski Residence Kule-B/1702, Esentepe, Sisli,
34394 Istanbul, TURKIYE

Tel: +90 212-215-2434

E-mail: sales@tr.kaspersky.com

UNITED KINGDOM

Kaspersky Lab UK Ltd., 97 Milton Park, Abingdon,
Oxfordshire, OX 14 4RY

Email: info@kasperskylab.co.uk

USA

500 Unicorn Park, 3rd Floor, Woburn,
Mass 01801, USA,

Tel: +1 866-328-5700 (Toll Free)
E-mail: info@us.kaspersky.com
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