
Key benefits:

• The ulTimaTe anTivirus barrier 
for sharePoinT farms

• adjusTable ConTenT filTering

• manageabiliTy

   KaspersKy 
security for 
collaboration

Collaboration platforms can be a source of malware and other security risks.

SharePoint is designed to provide collaboration, file storage and information 
sharing. However, without proper antivirus technology you could be opening 
your organization to the spread of malware from this collaborative platform. 

If you’re running Microsoft SharePoint Server, you’ll know that endpoint 
protection solutions are unsuitable — as all content managed by 
SharePoint Server is stored in an SQL database.Kaspersky Security for 
Collaboration provides premium anti-malware protection and helps enforce 
internal communication and storage policies by introducing appropriate 
content filtering. Kaspersky Lab has the solution for users to collaborate 
with confidence!

solution HigHligHt:

antivirus protection. Kaspersky’s latest antivirus engine,  
together with regular updates, ensures a high detection rate. 
Kaspersky Security for Collaboration can protect an entire 
SharePoint farm, including the front end, SQL server, applications, 
search, index and more.

ease of management. A native management tool provides 
comprehensive functionality in a way that’s intuitive to use, so 
the application is quick and easy to operate and does not require 
additional training for IT personnel. 

communication policies. Content filtering features help to ensure 
that communication on SharePoint sites is carried out according to 
your policies and standards. The application can prevent the storage 
of files that include inappropriate content.



antivirus protection

On-access scan
Files are scanned in real time, while they’re uploading or 
downloading.

BackgrOund scan
Server content is regularly checked, using the latest 
malware signatures.

communication policies

File Filtering
File filtering can help to enforce document storage 
policies and reduce the demands placed on storage 
devices. By analyzing real file formats, regardless of the 
extension name, the application ensures that avoiding 
the use of a prohibited file extension does not lead to a 
violation of the security policy.

cOntent Filtering
The application prevents storage of files that include 
inappropriate content, regardless of file type. The 
content of each file is analyzed, based on key words.

dictiOnaries
The application includes a set of dictionaries for content 
filtering, which cover four categories — obscene language, 
weapons, narcotics and pornography. In addition, there is 
an opportunaty to create further dictionaries.

agile management

ease OF management
The entire server farm can be centrally managed from a 
single management console. This native administration 
tool has an easy-to-understand interface which uses 
a scenario-based approach. All of the most commonly 
used administrative scenarios are included.

dashBOard
A clearly laid out dashboard display provides real-time 
access to current product status, database version and 
license status for all protected servers.

Backup OF mOdiFied Files
A backup facility keeps detailed information about 
modified files. In the event of an incident, this information 
can help with investigations. The application can also 
restore modified files if required. Backups are stored in a 
protected, isolated environment

integratiOn with active directOry
The application provides for the authentication of Active 
Directory users.

operating system

micrOsOFt® windOws server®:
•	2003	x32/x64	with	latest	service	pack
•	2003	R2	x32/x64	with	latest	service
•	2008	x32/x64	with	latest	service	pack
•	2008	R2	with	latest	service	pack

sharepOint server:
•	Microsoft® SharePoint®	Server	2007	 

x32/x64	with	latest	service	pack
•	Microsoft® SharePoint®	Server	2010	 

with latest service pack
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How to buy
kaspersky security for collaboration can be purchased as part of kaspersky total security for Business or as a 
separate targeted solution. to help you choose the most suitable product we recommend that you consult a sales 
manager with one of kaspersky lab’s partners.
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